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Motivations

Data Set IDS Evaluation with the Data SetData Set Documentation
Automatic IDS Evaluation?

Automatic Generation of the Data Set Data Set Generation

IDS evaluation data sets have many prob-
lems: availability, age, documentation, up-
datability, …
 - Many data sets are proprietary. 
 - Others are old and obsolete, but still    
  used today.
 - Data sets are not properly documented. 
 - Most data sets cannot be easily 
  updated.
We created a publicly available data set.
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VEP Description

Name: AlluniExp.c
Target port: 80
Vulnerable System: IIS 5.0
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Target Documentation

Name:  jill.c

Reference:  Bugtraq, 2674

Command:  jill 10.92.39.14 80

Target: VMWin2000Server

Vulnerable:  yes

Success:  yes

IDS Alarm

ID: 971

Msg:  
“WEB-IIS ISAPI.printer access”

Reference:

 Arachnids, 533

 Bugtrag, 2674

 CVE, 20010241

 Nessus, 10661

Classtype: 
       Web Application Activity

Target Configuration

IP: 10.92.39.14

Name:  VMWin2000Server

OS:  Windows 2000 Server

Open ports:

 21/tcp Microsoft IIS FTP Server 5.0

 25/tcp Microsoft IIS SMTP Server 5.0

 80/tcp Microsoft HS HTTP Server 5.0

•  Composed of more than 7 000 documented  
 attack scenarios each containing:
  -The attack traffic trace in pcap format
  -The attack execution parameters in xml format
  -The attack command ouput in text format

• 94 Vulnerability Exploitation 
 Programs (VEP)
  -covering 49 different vulnerabilities
   distributed over 17 ports

• 108 different target systems
  -Windows 95, 98, 2000, XP, 2003
  -Linux RedHat and Linux Suse
  -FreeBSD, NetBSD and OpenBSD

Tested IDS:
 • Snort 2.3.2 
 • Bro 0.9a9 with Snort 2.3.2 rules converted using s2b

Successful Attacks
 • Snort  detects more 
  attacks
   -Bro is not able to translate 
   all Snort plugins

 • Both IDS miss more   
  than 25% of the attacks

Failed Attacks
 • Bro is better to detect   
  failed attacks
   -Brolooks at error messages   
   and  server identity
 

 • Both IDS are still 
  very noisy
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